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1. Introducing ESET Remote Administrator 6

Welcome to ESET Remote Administrator (ERA) version 6. ERA 6 allows you to manage ESET products on
workstations, servers and mobile devices in a networked environment from one central location. Using the ERA
Web Console, you can deploy ESET solutions, manage tasks, enforce security policies, monitor system status and
quickly respond to problems or threats on remote computers.

What's new in ERA 6?

A number of new features introduced in ERA 6 replicate and expand on the capabilities that existing ERA users are
already familiar with. Important new components in the ERA solution are ESET Remote Administrator Web Console,
ESET Remote Administrator Proxy, ESET Remote Administrator Rogue Detection Sensor and ESET Remote
Administrator Agent.

o Web Console—ERA Web Console replaces ERA Console in older versions, and is the primary interface that
allows you to manage client computers in your environment. It displays an overview of the status of clients on
your network and allows you to deploy ESET solutions to unmanaged computers remotely. After you install
ESET Remote Administrator Server, you can access the Web Console using your web browser. If you choose to
make the web server available via the Internet, you can use ERA from any place and/or device with an internet
connection.

o Agent—The ERA Agent facilitates communication between the ERA Server and client computers. You must
install the Agent on any client computer to establish communication between that computer and the ERA
Server. Because it is located on the client computer and can store multiple security scenarios, use of the ERA
Agent significantly lowers reaction time to new threats. Using Web Console, you can deploy the Agent to
unmanaged computers that have been recognized via your Active Directory or using ESET Rogue Detection
Sensor. You can also manually install the Agent on client computers if necessary.

o Proxy—While it is not required for the deployment of your ESET solution, the ERA Proxy provides scalability.
You can deploy the Proxy server on large networks to optimize database queries, improve overall network
performance, and distribute load on the ERA Server. The ERA Proxy is also responsible for distributing
configuration data to client Agents. You must install the ERA Agent on the same computer as the ERA Proxy
Server to facilitate communication between the ERA Server and the Proxy.

o Rogue Detection Sensor—ERA Rogue Detection Sensor (RD Sensor) detects unmanaged computers present on
your network and sends their information to the ERA Server. This allows you to easily add new client computers
to your secured network. RD Sensor remembers computers that have been discovered and will not send the
same information twice.

o ESET License Administrator—ESET License Administrator, a new licensing portal for ESET products, allows you to
manage licenses as a license owner or security admin and observe license events such as expiration, usage, and
authorization. See the ESET License Administrator section of this document for instructions to activate your
product, or see the ESET License Administrator User Guide for more information about using the ESET License
Administrator. If you already have an ESET-issued Username and Password that you want to convert to a License
Key, see the Convert legacy license credentials section.

1.1 ESET License Administrator

ESET Remote Administrator 6 uses a completely new licensing system.

A License Key and Public ID have replaced the Username and Password from previous versions. The License Key is a
unique 20-character string used to identify the license owner and the activation itself. The Public ID is a short string
used to identify the license by a third-party (for example, the Security Admin responsible for the Unit/Seat
distribution).

You can manage licenses from the License management section of the ERA Web Console or by using the ESET
License Administrator web interface (see the Security Admin section).
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Convert legacy license credentials

If you currently use ESET products and have license credentials in the old format (Username and Password), you can
convert them to a license key in ESET License Administrator. To do so, follow the steps below:

1. Type your existing ESET-issued Username and Password into the appropriate fields and click Convert.

Conwvert legacy license credentials

L EAV-12345673

ﬂ Password
" Resend license email '
a

Back to home

Figure 1-1
2. Anew license key will be generated for you. Select the check box next to Resend license email to have your
credentials sent to the email address you used to buy the license.
3. Type the email address associated with your license into the Email field and click Submit.

4. Your new License Key will be provided in the next window. Additionally, you will receive an email from ESET
containing the new License Key and a Password associated with your ELA account. Copy your new License Key to
the clipboard (CTRL + C) and then click Back to home.
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Your new License Key: -
1 -

a \
1 |
Check your license email. You should receive ESET License Administrator P | J-
Password shortly. You will need it to login. "- \ 'ﬂz
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Figure 1-2

5. Paste (CTRL + V) your License Key into the License Key field and click Manage License.

6. Type the password you received in step 4 into the Password field and click Authenticate. You will now be able to
manage your license using ESET License Administrator.

(es[zl
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@ Please enter your authentication password for your license.

License key
‘ Forgotien passwora?
—‘ -

Figure 1-3



1.2 Systemrequirements

1.2.1 Hardware

For smooth operation of ESET Remote Administrator, your system should meet the following hardware
requirements:

Memory 4 GB RAM

Hard Drive At least 20 GB of free space
Processor Dual-Core, 2.0 GHz or faster
Network connection 1 Gbit/s

1.2.2 Database

Important: ERA Server and ERA Proxy do not use an integrated backup. We strongly recommend that you back up
your database server to prevent data loss.

ESET Remote Administrator supports two types of database servers:

® Microsoft SQL Server
e MySQL (version 5.5 and newer)

Note: Microsoft Access databases are not supported. If you use a Microsoft Access database, you must copy your
data into an acceptable format for use with ESET Remote Administrator.

Microsoft SQL Server 2008 R2 Express is a part of the installation package and is installed by default. Note that
Microsoft SQL Server 2008 R2 Express has a 10 GB database size limit and cannot be installed on a Domain Controller,
for example, if you use Microsoft SBS. If you use Microsoft SBS, we recommend that you install ESET Remote
Administrator on a different server, or do not select the SQL Server Express component during installation (this
requires you to use your existing SQL or MySQL Server to run the ERA database).

If you decide to use Microsoft SQL Server, the earliest supported version is Microsoft SQL Server 2008. You can use
an existing Microsoft SQL Server running in your environment, but it must meet the minimum requirements listed
below.

Database server hardware requirements:

Memory 1GB RAM
Hard Drive At least 10 GB of free space
Processor Speed x86 Processor: 1.0 GHz

x64 Processor: 1.4 GHz
Note: A 2.0 GHz or faster processor is recommended for optimum performance.
Processor Type x86 Processor: Pentium lll-compatible processor or faster

x64 Processor: AMD Opteron, AMD Athlon 64, Intel Xeon with Intel EM64T support, Intel
Pentium IV with EM64T support



1.2.3 Supported Operating Systems - Windows

Operating System Server Agent Proxy RD Sensor

Windows XP x86 SP3 X X
Windows XP x64 SP2 X X
Windows Vista x86 SP2 X X
Windows Vista x64 SP2 X X
Windows 7 x86 SP1 X X
Windows 7 x64 SP1 X X
Windows 8 x86 X X
Windows 8 x64

Windows 8.1 x86

Windows 8.1 x64 X X
Windows HomeServer 2003 SP2 X X
Windows HomeServer 2011 x64 X X
Windows Server 2003 x86 SP2 X X X X
Windows Server 2003 x64 SP2 X X X X
Windows Server 2003 x86 R2 SP2 X X X X
Windows Server 2003 x64 R2 SP2 X X X X
Windows Server 2008 x64 R2 SP1 X X X X
Windows Server 2008 x64 R2 CORE X X X X
Windows Server 2008 x86 SP2 X X X X
Windows Server 2008 x64 SP2 X X X X
Windows Server 2012 x64 X X X X
Windows Server 2012 x64 CORE X X X X
Windows Server 2012 x64 R2 X X X X
Windows Server 2012 x64 R2 CORE X X X X
Microsoft SBS 2003 x86 X X X X
Microsoft SBS 2003 x86 R2 X X X X
Microsoft SBS 2008 x64 X X X X
Microsoft SBS 2011 x64 Standard X X X X
Microsoft SBS2011 x64 Essential X X X X

Older systems, such as Windows Server 2003, may not fully support protocol encryption on the operating system
side. In such a cases, TLSv1.0 will be used instead of TLSv1.2 (TLSv1.0is considered less secure than more recent
versions). This can also occur when the operating system supports TLSv1.2 but the client does not. We suggest that
you use more recent operating systems and clients (Windows Server 2008 R2 and later for servers, Windows Vista
and later for clients) to ensure the most secure communications.

Supported Linux operating systems are listed here.


http://help.eset.com/test/era/6/en-US/index.html?linux.htm

1.2.4 Prerequisites

Ensure that you have met the following requirements before you install ESET Remote Administrator:

o You must have avalid license for your ESET products, which you will receive via email following your purchase.
o Required ports must be open and available (see the complete list of required ports here).

o Java Runtime Environment (JRE) version 7 or later must be installed on the server where you will install ERA
Server. Click the following link to download the JRE installer http://java.com/en/download/

o Microsoft .NET Framework 3.5 must be installed on the server where you will install ERA Server. If you are
running Windows Server 2008 or 2012 you can install it using the Roles and Features Wizard (as shown below); if
you are using Windows Server 2003, click the following link to download the .NET Framework installer: http://
www.microsoft.com/en-us/download/details.aspx?id=21

Server Manager * Dashboard

Add Roles and Features Wizard

i Dashboarc|E

B Local Serv
ii All Servers|
B App Serve|

ii File and 54

Select features

Before You Begin

Installation Type Features

Select one or more features to install on the selected server,

|- L=

DESTINATION SERVER
W2012R2-NODE2 franto.com

Description

= TaMEWGIR 3.0 COMDINES The
power of the .NET Framework 2.0

e ]
erver Roles : =
I [] Background Intelligent Transfer Service (BITS)
Application Sarver [] BitLocker Drive Encryption
Role Services [] Bitlocker Netwark Unlock
Confirmation [] BranchCache

[] Client for NFS

[] Data Center Bridging
[] Direct Play

[[] Enhanced Storage
v| Failover Clustering (Installed)
[] Group Palicy Management
[] 115 Hostable Web Core

[ Ink and Handwriting Services

< n

APIs with new technologies for

= building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Cancel

Install

Figure 1-4

1.2.5 Ports used

The charts below list all possible network communication ports used by ESET Remote Administrator with default
settings in place. Other communication occurs via the native operating system processes (for example, NetBIOS

over TCP/IP).

ERA Server:
Protocol Port Usage Descriptions
TCP 2222 ERAS listening Communication between clients and ERAS
_ _ Communication between ERAC and ERAS, used for
TCP 2223 ERAS listening Assisted installation.
UDP 1237 Broadcast Wakeup call
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ERA Web Console:

Protocol Port Usage Descriptions
TCP 2223 Web Console
TCP 443 HTTP SSL Web Console
ERA Proxy:
Protocol Port Usage Descriptions
TCP 3128 HTTP Proxy (update caching)
TCP 2222 Proxy
ERA Agent:
Protocol Port Usage Descriptions
TCP 139 target port from ERAS Using the share ADMINS
Direct access to shared resources using TCP/IP during
TCP 445 target port from ERAS remote installation (an alternative to TCP 139)
UDP 137 target port from ERAS Name resolution during remote install
uDP 138 target port from ERAS Browse during remote install

You can change the predefined ports 2222 and 2233 if other applications are already using them.

NOTE: To avoid conflicts, make sure that other programs are not using any of the ports listed above.




1.3 Install ERA Server

After you have verified that your system meets the system requirements, follow the steps below to run the ERA
installer:

1. Click the link below to download the ESET Remote Administrator Server installer file. Extract the file using a
program like Winzip or 7zip.
Download ESET Remote Administrator Server

2. Select Remote Administrator Server and click Next.

3. Leave the default components selected (deselect Microsoft SQL Server Express if you are using an existing
database) and click Install. Installation time will vary depending on your system configuration. If the ERA
installer finds errors during the prerequisite check, download and install the necessary (recommended by
ESET) software. Make sure your system meets all prerequisites.

Eer Select components to install

EMOTE
ADMINISTRATOR

Remote Administrator Server
Remote Administrator Agent
[[]Mobile Device Manager

[v] Microsoft SQL Server Express

¥'Webconsole

Apache Tomcat
[wl ESET Rogue Detection Sensor

] Apache HTTP Proxy

Figure 1-5

4. When the prerequisite check completes and your environment meets all requirements, installation will start.

5. Enter a valid License key, which you should have received when you purchased your ESET security solution. If
you are using legacy license credentials (Username and Password), convert the credentials to a license key.
Alternatively, you can choose Activate later. When you are finished, click Next.

6. If you installed the included Microsoft SQL Express Server, continue to step 8. Users with a pre-existing
database: Select the appropriate database type from the Database drop-down menu. Type the Database
name, Hostname and Port (you can find this information in SQL Server Configuration Manager), Database
admin Username and Password into the appropriate fields and then click Next.
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Database server connection
Flease enter database server connection.

Database: |MS SQL Serwer

QDBC driver: |5QL Server

Database name: Iera_db
Hostname: |Iom|host

Port: 1433

Database admin account

Username:

Password:

Figure 1-6

7. Users with a pre-existing database: Select Use existing user and then enter the Database username and
Password if one is used.

8. Type the password you will use to log into the ERA Web Console into the Password and Confirm password
fields, and make sure to record it for use later. Click Next when you are finished.

9. In the Certificate information window, you have the option to specify additional information about your
certificate (this is not mandatory). To password protect your certificates, type the password you want to use
into the Authority password field. Click Next when you are finished.

Certificate information
Please enter common certificate information below.

Organizational unit:

Organization:

Locality:

State / Country:

Certificate validity: * @ |10

Authority common name: * IServer Certification Authority

Authority password: ||

*required fields ’%

Figure 1-7
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10. When you are finished, "ESET Remote Administrator Server installation was successful" will be displayed
with your Web Console URL address. Click the URL address to open Web Console. Bookmark the URL in your

browser for easy access later and then click Finish.

Note: If you close your browser window without saving the URL for Web Console, navigate to https.//%Your IP
Address%/era

Xer Installation successful

REMOTE
ADMINISTRATOR

V ESET Remote Administrator Server installation
was successful.

The Webconsole is available on this address:
https://10.1.119.63/era

Figure 1-8



2. Deploy the ERA Agent

After successful installation of ESET Remote Administrator, it is necessary to deploy the ERA Agent to the computers
on your network and connect it to the ERA Server. Deploying the ERA Agent to workstations includes the following
steps:

1. Add client computers to ERA structure.

2. Send Agent Live installer to clients.

Once the Agentis deployed, you can perform remote installation of other ESET products on your client computers.

2.1 Add client computer to ERA structure

Before you can manage computers in your network, you need to add them to ESET Remote Administrator. There are
three ways to add a client computer to ESET Remote Administrator:

e Active Directory synchronization

® Manual entry of computer name/IP address

® Using ESET Rogue Detection Sensor

2.1.1 Using Active Directory synchronization

If you have an existing Active Directory (AD) in place, ESET Remote Administrator may have added the computers
from your AD during installation. To view computers from your AD that are already added in ESET Remote
Administrator, click the Computers tab > All. If members of your AD are not shown, follow the steps below to run
the Static Group Synchronization task:

1. Click Admin > Server Tasks.
2. Click Static Group Synchronization > Run Now.

If you need to create a new AD synchronization task, click New. Select a group to which you want to add new
computers from the AD, select objects in the AD you want to synchronize from, and then select what to do with
duplicates. Enter your AD server connection settings and set the Synchronization mode to Active Directory/Open
Directory/LDAP. For more details about custom Static Group Synchronization server task, visit ERA online help.

13
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REMOTE ADMINISTRATOR Computer Name Q, ? ADMINISTRATOR G

Admin Server Tasks Static Group Synchronization
Dynamic Group Task Types Y [0 TASKNAME TASK DESCRIPTION TASK TYPE LAST STATUS LAST STATUS MESSAGE NO. RUNNING NC
Templates
2 3 40 Task Types
Static group synchron...  Static group synchronizatio..  Static Group Synchronization  Failed Reading AD structure failed 0 0
Groups 13 Agent Deployment
3
Exffeim .Generate Report
| Static Group Synchronization |
Client Tasks @
asks
Triggers

Notifications
Certificates
Access Rights
Server Settings

License
Management

ONE ITEM SELECTED.

MEW... EDITos DUPLICATE... DELETE RUN NOW

Figure 1-9

2.1.2 Manually typing name/IP

To add a new computer to ESET Remote Administrator manually, follow the steps below:

1. Click the Computers tab, select the group where you want to add the new computer(s) and then click New
Computers.

2. Type the IP address or hostname of the computer you want to add and click Add.
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2.1.3 Using Rogue Detection Sensor

If you are not using AD synchronization, the easiest way to add a computer into the ERA structure is using Rogue
Detection Sensor (RD Sensor). If you followed the instructions from the Install ERA Server section of this guide, RD
Sensoris already installed. Follow the instructions below to find new computers on your network using RD Sensor:

1. Click the Dashboard tab and then click +.

REMOTE ADMINISTRATOR Computer Name [ Q, ? ADMINISTRATOR G
Dashboard @
Computers Remote Administrator server Antivirus threats Firewall threats D
EE s Computer statuses overview fo I W& Top computer probl.. L 2 EE & lastconnecti.. I 2 P& lastupdate Lo "
e rey
One day
oK
EE Ys  Operating sys.. {3 2 EE Y% Roguecomp.. {} 2 Computers with problems Lo v
mRogue 7
:I No data in the repart
w Microsoft Wind.. Known

Figure 1-10
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2. Enter a name for your new Dashboard and click OK. A new Dashboard with empty tiles will be created.

3. Click one of the tiles and a pop-up screen with Report Templates will be displayed. Select the Rogue
computers report and click Add.

4. The Rogue computers report on the Dashboard lists computers found by the RD Sensor. Click the red area of
the graph to select unmanaged computers and then click Detailed information.

Note: If you use Add all displayed items, click X next to the name of a specific computer if you do not want to
include it in your ERA directory at this time.

5. When you are finished removing computers from the list, click Add > OK.

REMOTE ADMINISTRATOR

Dashboard

Computers

Rogue computers

MAC address

Remote Administrator server

Alternative host names
zbk-test-dohellokitty.local

xpsp2matus
xp-era-test.franto.com
winxppdl

winxppd

winxpmego

winZ008rZ domena.test
winT.hg.eset.com

win-gi74midkilhg.eset.com

Antivirus threats

Computer Name

Firewall threats

Host name
ZBK-TEST-DC

XPSPZMATUS
¥P-ERA-TEST
WINXPPD1
WINXPPD
WINXPMEGO
'WINZ00ERZ

WINT
WIN-QI704MIKOL

win-jldib8ceurS.franto.com |RERDW computer

win-cGxpdbuuug0.hqg.eset.

win-5p5begsdbuv.pedro.

+ Add..

Add all displayed items...

win-5psbcgs4buv.pedro.hyl
w2012r2-nodel.frante.com
w2008rZ.mydomainJocal

w7-domain-z.hellokitty.local

w2k3zemanvmarp.nod.sk

W2012R2-NODEL
'W2008R2
W7-DOMAIN-Z
W2K3ZEMAN

Q 7

rd_sensor

Network adapter vendor
VMware, Inc.

VMware, Inc.
ViMware, Inc.
Viware, Inc.
Viware, Inc.
Viware, Inc.
VMware, Inc.
VMware, Inc.
VMware, Inc.
VMware, Inc.
ViMware, Inc.
Viware, Inc.
Viware, Inc.
Viware, Inc.
VMware, Inc.
VMware, Inc.

VMware, Inc.

ADMINISTRATOR E—'

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

Detected 05 A

2.1.4 Agent deployment

Figure 1-11

The ERA Agent facilitates communication between the ERA Server and ESET products, and must be installed on all
client computers for ESET Endpoint and Server products to function properly with ESET Remote Administrator. There

are three ways to deploy the ERA Agent to client computers:

Agent Live Installer—This is the preferred method for this guide, and simplest way to install ERA Agent on most

networks.

Remotely—Using a Server task, which is the best option when deploying the ERA Agent in an enterprise setting.
See our Knowledgebase article for step-by-step instructions.

Locally—If other methods fail, or if your client computers cannot connect to the ERA Server, you can export a
certificate file from ERA Web Console and install the ERA Agent manually on client workstations. See our
Knowledgebase article for step-by-step instructions.

NOTE: If you experience problems when deploying ERA Agent Remotely (for example, the Server task Agent
deployment fails), see the troubleshooting section of this document.
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2.1.4.1 Deploy Agent Live Installer

You can deploy the ERA Agent Live Installer to client computers using a script generated by ESET Remote
Administrator as long as client computers have access to the Internet and do not require a direct connection
between the server and client computers. The script generated in ESET Remote Administrator will include
instructions to use the certificate that you specify. Follow the steps below to create a new installation script which
you can distribute via email, file sharing, or removable media.

1. Place your cursor on the left to bring up the menu bar and click Agent Live Installers under Quick Links.

REMOTE ADMINISTRATOR Computer Name [ (o} ?  sOwmSTRATOR [ o

Dynamic Group Templates | Aop R

[T TEMPLATE NAME TEMPLATE DESCRIPTION
[l Operating system is MS Windows Operating system identifies itself as Microsoft Windows family
[l Operating system is Linux Operating system identifies itsalf as Linux family
[l Operating system is Mac 0% Operating system identifies itsalf as Mac OS family
— Operating system is not up to date Operating system indicates that more recent updates are available and not installed yet
— Virus signature database is not up to date Security preduct indicates that virus signature database has not been updated recently
— Computer is idle Agent indicates that the computer is in idle state
- Computer has active threats Security product indicates that there are unresolved virus threats on the target computer. This state can only be reset by launchin...
QUICK LINKS — Computer has reported a problem Agent indicates that operating system or managed product is in problematic state
[l Mot activated security product Security product indicates that it is not activated
MNew Mative User...
MNew Paolicy...
Mew Client Task...
Agent Live Installers...
NEW TEMPLATE.. EDIT TEMPLATE.. DELETE
Figure 1-12

2. Click Choose next to ERA Certificate.

3. Select the certificate you want to use for the target client computers and click OK. If this certificate requires a
password, type it into the Certificate Passphrase field.

4. Click Get Installers. ESET Remote Administrator will list the different Agent Live Installer packages available
organized by type of operating system.

5. Click Download next to the installer file(s) that you want to distribute. Save the .zip file.

6. Distribute the .zip file that you created to the client computers where you want to install the ERA Agent. Extract
the compressed file and run EraAgentOnlinelnstaller.bat (Windows) or EraAgentOnlinelnstaller.sh (Mac and
Linux) to run the installer.

Note: If you are running the script on Windows XP SP2, install Microsoft Windows Server 2003 Administration Tools
Pack to ensure that Agent Live installer will run properly.

17
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2.1.4.2 Deploy Agent remotely

Follow the steps below to deploy the ERA Agent to client computers remotely:

1. From the Admin section, click Server Task > Agent Deployment > New.

REMOTE ADMINISTRATOR

Computer Name % [o} ? ADMINISTRATOR B
Admin Server Tasks Agent Deployment
Dynamic Group Task Types v TASK NAME TASK DESCRIPTION TASK TYPE LAST STATUS LAST STATUS MESSAGE NO. RUNNING Ne
Templates
2 I3 A Task Types
& NO DATA AVAILABLE
it 8 I3 Agent Deployment I
Policies 3 Generate Report
Static Group Synchronization
Client Tasks

@

Jasks
Triggers
Notifications
Certificates
Access Rights
Server Settings

License
Management

MNEW...

Figure 1-13



2. In the Basic section, enter basicinformation about the task, such as the Name and Description (optional).
3. Select Agent Deployment from the Task Type drop-down menu.
4. Click the Settings section and configure the following settings:

a) Automatic resolution of suitable Agent—If you have multiple operating systems (Windows, Linux, Mac
0OS X) in your network, select this option and this task will automatically find the appropriate server-
compatible Agentinstallation package for each system.

b) Targets—Click this to select the clients that will receive this task.

c) Username/Password—The username and the password for the user with sufficient rights to perform a
remote installation of the agent.

d) Server hostname (optional)—You can enter a server hostname if the client hostname differs from that of
the server.

e) Peer certificate/ERA Certificate—This is the security certificate and certificate authority for the agent
installation. You can select the default certificate and certificate authority, or use custom certificates. For
more information, see the Certificates section of the ESET Remote Administrator user guide.

f) Custom certificate—If you use a custom certificate for authentication, navigate to the certificate and
selectit when installing the Agent.

g) Certificate passphrase—Optionally, you can create a password for the certificate. If you apply a password
for a certificate, users will be required to enter it before they can install ERA Agent using that certificate.

REMOTE ADMINISTRATOR

< BACK New Server Task - Settings

BASIC
SETTINGS

AGENT DEPLOYMENT SETTINGS

AUTOMATIC RESOLUTION 2
‘OF SUITABLE AGENT

TARGETS 1 TARGET(S)

USERNAME bdministrator
PASSWORD L.peesess
SHOW PASSWORD
SERVER HOSTNAME
(OPTIONAL)
CERTIFICATE SETTINGS
PEER CERTIFICATE @ ERA certificate
€ Custom certificate
ERA CERTIFICATE CN=AGENT AT %0U=ETEST;0=ESET:L=BRATISLAVA;S=SLOVAKIA;C=5K;
CUSTOM CERTIFICATE Browsel. | UPLOAD
CERTIFICATE PASSPHRASE yqquansss

SHOW CERTIFICATE PASSPHRASE

TRIGGERS
SUMMARY
Figure 1-14

The Summary section will display all of your configured settings. If you experience problems when deploying ERA
Agent remotely (the Server task Agent deployment ends with a failed status) see troubleshooting.
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2.1.4.3 Deploy Agent locally

To deploy the Agent locally on a client computer using the installation Wizard, follow the steps below:

1. Download the Agent installation package from the download section of the ESET website, under Remote
Management (click the + to expand the category). For computers without an Internet connection, download
this file on a computer with Internet access and use removable media to share it with the target client
computer.

2. Run the installer on the client computer you want to deploy the Agent to. After accepting the End-User
License Agreement (EULA), select the type of installation you want to perform (Server assisted installation or
Offline installation).

Server-assisted installation:
To use this method, your client computer must be able to communicate with ERA Server over your network. This
method is not currently available for OS X computers.

1. Make sure Server assisted installation is selected. Specify the Server host (name or IP address) and Server
port of your ERA Server (the Default Server port is 2222). If you are using a different port, replace the default
port with your custom port number. Click Next when you are finished.

ﬁ! ESET Rernote Adrninistrator Agent Setup El =]
Agent configuration
Please enter agent configuration below,

Metwork connection to ESET Remote Administrator

Server host: Im
Server pork: |2222

| (@) Server assisted installation I

OFfline installation

s

[ Back. ][ ek ] [ Zancel

Figure 1-15
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2. Enter the Username and Password used to access ERA Web Console to allow the agent to download updates
and new certificates.

3. Click Choose custom static group and use the drop-down menu to select the static group to which the client
computer will be added.

Offline installation:

This is the recommended local installation method for situations where client computers cannot communicate with
your ERA Server, and for OS X computers. Before performing an offline installation, make sure that you have both
the agent certificate and certificate authority available on the target client computer.

ﬁ ESET Rernote &drministrator &gent Setup E’ =
Agent configuration
Please enter agent configuration below,

Mebwork connection bo ESET Remoke Adminiskrator

Server host: Ieraserver
Server pork: |2222

[ merver gecicted ingkallation

@

Figure 1-16
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1. Enter 2222 in the Server port field, select Offline installation and then click Next.
2. In ERA Web Console:
a) Navigate to Admin > Certificates > Peer Certificates.

b) Select the certificate that you want to use for this installation and click Export. Transfer the exported
certificate to the client computer using removable media or another method of your choice. For more
information see Peer Certificates in the ESET Remote Administrator User Guide.
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REMOTE ADMINISTRATOR

Computer Name Q ? R

ADMINISTRATOR.

Admin Peer Certificates | AporLTeR

Dynamic Group [] DESCRIPTION

ISSUER

Templates

O Server certificate CN=Server Certification Auth...
Groups

Agent certificate CN=5Server Certification Auth...
Policies G e

& Edit.. @
Client Tasks l!l Export...

(1) Export as Basedd...
Server Tasks

Nﬁms

Certificates
Peer Certificates

Certificate
Authorities

Revoke...

Access Rights
Server Settings

License
Management

‘ONE TEM SELECTED.

PRODUCT SUBJECT HOST # OF USING CLIENTS CA IS PRESENT

server CN=Server st %0U=kb;O=kb.. * yes

agent CN=Agent at OU=kb;,0=kb;... * yes

3. Click Browse next to Peer certificate, navig

Figure 1-17

ate to the certificate that you want to use with this installation

and click Open. If the Certificate authority is already present in ERA, you can leave this field blank.

4. Click Next when you are finished.

ﬁ ESET Rernote &dministrator &gent Setup

Peer certificate
Enter certificate below,

(=] & =)

3

Peer certificate: |C:'|,Insta||'l,CertiFicate Export CH=Agent at

Browse

Certificate passward:

Certification authority:

already present in system store,

l

Back

[_ Zancel

Figure 1-18

NOTE: You can check the status log on the client co

mputer C:\ProgramData\ESET\RemoteAdministrator\Agent\Logs

\status.htmlto make sure ERA Agent is working properly. If there are problems with the Agent (for example, not

connecting to ERA Server) see the troubleshooting

section of this document.

22




2.1.4.4 Troubleshooting

If Agent deployment fails, follow the instructions below to troubleshoot your issue:

® ook for any error messages associated with your failed install
® Check for possible causes of failure using the table below
e Perform the steps in the resolution column for each possible cause

Windows

1. To find out why the Agent deployment failed go to Reports > Automation, select Agent Deployment tasks
information in last 30 days and then click Generate now. The report table will display the deployment
information. Check the Progress column for error messages explaining why the Agent deployment failed.

2. If you need more details, you can change the verbosity of the ERA Server trace log. Navigate to Admin >
Server Settings > Advanced Settings > Logging and select Error from the drop-down menu. Run the Agent
deployment again and when it fails, check the ERA Server trace log file for the latest log entries (at the
bottom of the file) to see why the deployment failed. You'll also find suggestions to resolve the error. By
default, log files are saved to: C:\Users\All Users\ESET\RemoteAdministrator\Server\Logs\trace.log

3. Verify that you have completed all requirements from the ESET Remote Administrator Push Installation
Requirements Checklist.

4. Check the following table for possible causes of failed installation:

Error message Possible cause

Client is not reachable on the network
Client's host name could not be resolved
Firewall blocks communication

Ports 2222 and 2223 are not open in firewall (on both client and server side)
No password set for administrator account
Insufficient access rights

Access denied ADMINS administrative share is not available
IPCS administrative share is not available
Use simple file sharing is enabled

Link to the repository is incorrect

Repository is unavailable

Repository doesn’t contain required package

Could not connect

Package not found in
repository

4. Follow troubleshooting recommendations below for the corresponding possible cause:

® Clientis not reachable on the network—ping the client from the ERA Server. If you do get a response, try
to log on to the client computer remotely (for example, via Remote Desktop).

e Client's host name could not be resolved—possible solutions to DNS issues can include but are not
limited to:

o Using the nslookup command of the IP address and hostname of the server and/or the clients having
Agent deployment issues. The results should match the information from the computer. For instance,
if you perform an ns1ookup of a hostname, that hostname should resolve to the IP address that is
displayed when you perform an ipconfig command. You will need to run the nslookup command
on the clients and the server.

o Manually examine DNS records for duplicates.

® Firewall blocks communication—check the firewall settings on both the server and the client, as well as
any other firewall that exists between these two computers (if applicable).

® Ports 2222 and 2223 are not open in firewall —same as above, make sure that these ports are open on all
firewalls between the two computers (client and server)
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® No password set for administrator account—set proper password for administrator account (do not use a
blank password)

® |nsufficient access rights—try using the Domain Administrator's credentials when creating the Agent
deployment task. If the client computerisin a Workgroup, use the local Administrator account on that
particular computer.

o ADMINS administrative share is not available—the client computer must have the shared resource
ADMINS activated. Make sure it is present among other Shares (Start > Control Panel > Administrative
Tools > Computer Management > Shared Folders > Shares).

o IPCS administrative share is not available—verify that the client can access IPC by issuing the
following from the Command Prompt on the client:

net use \\servername\IPCS

where servername is the name of the ERA Server

e Use simple file sharing is enabled—if you are getting Access denied error messages and you have a mixed
environment of Domain and Workgroup, disable Use simple file sharing or Use Sharing Wizard
functionality on all computers that are having problems with deployment. For example, in Windows 7 do
the following:

o Click Start and type fo1der in the Search box. Click Folder Options > View tab. In the Advanced
settings box, scroll down the list and deselect Use Sharing Wizard.

® Link to the repository is incorrect—go to Admin > Server Settings in Web Console, click Advanced settings
> Repository and make sure the URL of the repository is correct.

® Package not found in repository—this error message usually appears when there is no connection to ERA
repository. Check your Internet connection.

NOTE: For more recent Windows operating systems (Windows 7, Windows 8, etc.) you must activate the
Administrator user account to run the Agent deployment task. To activate the Administrator user account:

1. Using an Administrator account, click Start, type CMD into the search bar and press Enter to open a command
prompt

2. Enter the following command: net user administrator /active:yes

Linux and Mac OS X

If Agent deployment does not work on Linux or Mac OS X, the issue is usually related to SSH. Check the client
computer and make sure SSH daemon is running. Once fixed, run the Agent deployment again.

2.2 Deploy additional ESET products

After you finish deployment of the ESET Agent to your target clients, you are ready to begin installing other ESET
products. Click the appropriate link(s) below for step-by-step instructions to install the appropriate software for
your application:

Install ESET Endpoint products for Windows on client computers

Install ESET Proxy Server
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